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(U) Change Register 





r* tin no* 


Date Made 

nam'dd'^y 


By 

(iniliah) 


1 


(S//REL TO USA, AUS, CAN, GBR, N/I • A 3., Remarks: 
v.ii8ngoa trom i nc tact cnat i AKhA Lonau\.u» covert humxin j 
collection.. to The fact that T^-VRHX conducts clandestine 
HUMINT collection.. Only CIA can conduct "covert." Per POC in 

535093. 


02/07/12 




2 


(U) D-6-: Included an "a" on the end of XTiin" so that it reads as 
"China." 


O2.'07;i2 




3 


(U) Changed the value in the Dcclass column in items B.3. and B.4. 
from N,' A to 25 vcars* 


04.'25/l2 




























































































































i 







SECRET//SI//NOFORN 



SECRET//SI//NOFORN 



CLASSIFICATION GUIDE TITLE/NUMBER: (U) NSA/CSS Target Exploitation 
(TAREX) Program, 2-52 

PUBLICATION DATE: (U) 2 February 2012 

OFFICE OF ORIGIN: (U//FOUO) S35093, Target Exploitation Program 

POC: (U//FOUO)^^^^^H, S35093, Target Exploitation Program,^H^H 

ORIGINAL CLASSIFICATION AUTHORITY: (U//FOUO) Teresa H. Shea, Signals 
Intelligence Director 

(S//NF) The NSA/CSS Target Exploitation (TAREX) Program conducts worldwide clandestine 
Signals Intelligence (SIGENT) close-access operations and overt and clandestine Human 
Intelligence (HUMINT) operations in direct support of the United States Cryptologic System 
(USCS). TAREX Program activities are executed under dual NSA/CSS SIGINT authority and 
U.S. Army HUMINT authority. NSA/CSS establishes, funds, and directs TAREX activities, and 
these activities are only conducted in response to validated NSA/CSS requirements. The 
HUMINT community is responsible for executing TAREX operations. 

(U//FOUO) This classification guide only addresses the SIGINT portion of the TAREX 
Program. Refer to the U.S. Army HUMINT Classification Guide, dated 8 February 2008, for 
guidance on TAREX HUMINT activities. Contact this guide's POC for a copy of the U.S. Army 
HUMINT Classification Guide. 



Description of Information 


ClassiHcation/ 
Markings 


Reason 


Declass 


Remarks 


A. (U) Program Information - General 


A.l. (U) The association of NSA/CSS 
with the term Target Exploitation, its 
abbreviation TAREX, and/or the U.S. 
Army Intelligence and Security Command 
(INSCOM) 


UNCLASSIFIED 


N/A 


N/A 


(U) Details may require 
protection or 
classification, and may 
be compartmented. 
Contact guide POC for 
further guidance. 


A.2. (U) The fact that TAREX is an 
NSA/CSS program that provides direct 
support to the United States Cryptologic 
System (USCS) 


UNCLASSIFIED 


N/A 


N/A 


(U) Details may require 
protection or 
classification, and may 
be compartmented. 
Contact guide POC for 
further guidance. 


A.3. (U//FOUO) The fact that TAREX 
conducts intelligence operations to provide 
unique collection of telecommunication- 
and cryptologic-related information and 
material in direct support of NSA/CSS 
and/or the USCS 


UNCLASSIFIED// 
FOR OFFICIAL USE 
ONLY 


N/A 


N/A 


(S//REL TO USA, AUS, 
CAN, GBR, NZL) 
Details may require 
classification and may be 
compartmented. For 
example, in accordance 
with the U.S. Army 
HUMINT Classification 
Guide, the fact that 
TAREX conducts overt 
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OasKitioilion/ 














Remarks 


Dctcrlplioo of bioniiBtioii 
























HUMINT collection on 
behalf of NSA'CSS is 
protected as 
LNCLASSlFlHI>v 
FOR OFFICIAL USH 
ONLY, llie fact that 
T\\RHX conducts 
clandestine HUMIN F 
colloctioin on behalf of 
NSA^CSS is classified 
SHCRLT. RHL TO 
US.-V, AUS.CAN. 
GBR.NZL. Contact 
guloe rUL lor lurtncr 
guidance. 


A.4. (L) The fact that INSCOM is the 
NSA CSS executive agent for TARHX 


LNCLASSIFIHD 


N/A 


N/A 


(U) Details may require 
protection or 
classification, and may 
be compartmented. 
Contact guide POC for 
fiirthcr guidance. 


A.5. (L. FOLO) The fact thai TARLX 
only responds to colleaion requirements 
validated and tasked by NSA- CSS 


LNCLASSUTFD/. 
FOR OFFICIAL USH 
ONLY 


N.'A 


n;a 


(U. FOUO) The 
NSA CSS Global Access 
Operations organization 
(S35) provides mission 
tasking and reporting 
instructions to the 
I ^-MUiX Program in 
accordance wiih USSID 
SL5350. 


A.6. (U) Ilic fact th^t T ARliX obtains 
ConsoUdated Cr\ptologic Program (CCP) 
fiindrag from NSA CSS 


LNCLASSIFILD 


K'A 


N/A 


(U) Details of tundmg 
should be handled m 
accordance wiih the 
Finance Cla.ssificaiion 
Guide, 07-01. 


A.7. (U) Ilic fact thai VARLX traces its 
historical roots to the WWII Target 
Intclhgence Committee (TICOM) 


UNCLASSIFIED 


N/A 


n;a 


(U) This fact has been 
revealed in multiple 
Freedom of Information 
.•\ct fFOlA) disclosures. 


B*(U) Operational AdMties and Reporting 


B.l. (U J OLO l rhc specific SIGIN f 
operational methodologies used m a 
specific TARliX Program operation 


SLCRLI* 
at a minimum 


1.4 (c) 


25 years* 


(U) Details my rccuirc 
higher cla.ssificat:on 
and or compartmenlation 
depending on 
methodolog>'. Foreign 
relea!iabilit>' ^^ill be 
determined by TARLX 
on a case-by-case basis. 

(U//FOUO) Information 
concerning a specific 
TWRHX operation may 
not be re leasable to 
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Classification/ 


■ 


Remarks 


DcMrriptian of Information 


Reason Dec lass 




Markings 












torcigr. entities it when 
certam HU.MINT 
methodologies arc used. 
Contact guide PCXJ for 
further jeuidance. 


B.2. (U/. KOUO) The iBCgds, locadons, 
and'or tinung 'schedule of planned, fiiture, 
or on^ng TARHX Program operations 


SECRET /NOFORN 
at a minimum 

See Remarks 


1.4(c) 


25 years* 


(U) Details may require 
higher classification 
and or 

compartmentation. 

(U//FOUO) Details may 
be do^Tigraded on 
completion of an 
operation unless such 
details warrant additional 
or continued protection 
for up to 25 >x:ars*. 

(U) Contact guide POC 
for fiirther guidance. 


BJ. (S.VRHL TO USA, AUS, CAN, GBR, 
NZL) The fact that TARLX conducts 
clandcsunc SIGINT collection 


SECRET//REL TO 
USA AUS. CAN, 
GBR, NZL 


1.4(c) 


25 ycars^ 


(S//REL TO USA, AUS, 
CAN, GBR, NZL) 
Details of TAREX 
collection should be 
classified m accordance 
ulth applicable SIGINT 
classification guidance. 
Some detaib on the 
execution of clandestine 
SIGINT collection fall 
under the purview of 
INSCO.M. Consuh the 
guide POC and refer to 
the U.S. Army HUMINT 
Classification Guide for 
guidance. 

(S,'.11EL TO USA, AUS, 
CAN, GBR, NZL) The 
TAREX program docs 
not conduct overt 
SIGINT collection. 


B.4. (S// RHL TO USA AUS, CAN, 
GBR, NZL) Identification of NSA'CSS 
individuals involved m TARHX 
clandestine SIGINT operations 


SECRET /NOFORN 


1.4 (c) 


25 years* 




B.5. (S , SI , NOFORN) The fact that 
TARiiX performs physical sub\rrsion, to 
include: 

• Close access-enabling, 
cxploitatHxi, or operations; 


SECRET/SI 
NOFORN 


1.4 (c) 


25 years* 


(U) Details niay require 
higher cla.ssiti cation 
and or 

compartmentation. 
Contact guide POC for 
fintfaer guidance. 
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^ DMHtfrtntiafi t%t Infcrnnalioii 

A#^C^kB ■kFUWSA !#• Bill \n ■••Ci«.M#U 














DcclMi 


Rf? marks 




Markinpi 








• ft " iibling, cxploilaiion, or 

• Supply chain-cnabling, 
exploitation, or intervention 
operations; and'or 

• Hardware implar.t-cnabhnii; 










D.a;)Locatioitt 


D.L (L FOL O) I he fact of a TARHX 
Program presence m a broad geographical 
area (e.g. Europe or Middle East) 


UNCLASSIFIED/. 
FOR OFFICIAL USE 
ONLY 


N.'A 


n;a 


(U) A greater degree of 
geographic spccificit>' 
may require 

classification and may be 
compartmenied. Contact 
guide POL tor lurthcr 
guidance. 


D2. (U//FOUO) I hc tact ot a l AIUiX 
Plug! am presence at NSA* CSS 
Washington 


UNCLASSIFIED 


N A 


N A 


(U) Details, e.g., unit 
name. SIGINT Activity 
Designator (S1G.\D). 
etc., are classified and 
may require 
oompflftmentation. 
Contact guide POC for 
further guidance. 


D.3. (U //FOUO) The feet of a foruard- 
bascd TAREX Program presence 
collocated with the NSA CSS Cr>ptologic 
Centers in Haw3iu Texas, and Ckorgia 


UNCLASSIFIED. 
FOR OFFICLVLUSE 
ONLY 


N A 


N A 


(U) Details, e.g., unit 
name, SIGAD, etc., arc 
claasified and may 
require 

compartmentation. 
Contact guide PCX: for 
iiirthcr guidance. 


D.4. (C'/R£L TO USA, AUS, CAN, GBR, 
NZL) The fact of a for^^ ard-bascd TAREX 
presence collocated in Germany with 
NSA CSS Europe (NCECR) 


CONFIDENTL\L// 
REL TO USA. AUS, 
CAN, GBR, NZL 


1.4(c) 


25 yem^ 


(U) Details, e.g., unit 
name. SIGAD, etc., may 
require higher 
claiBificBlion and/or 
oonipflitmentation. 
Camact guide POC for 
further guidance. 


D.5. (C .REL TO USA, AUS, CAN. GBR, 
NZL) The fact of a fon\ ard-bascd TAREX 
presence in South Korea 


CONFIDENTIALV 
REL TO USA. AUS, 
CAN, GBR, NZL 


1.4 (c) 


25 years ^ 


(U) Details, e.g., unit 
name. SIGAD, etc., may 
require higher 
classification and'or 
compartmentation. 
Contact guide POC for 
iiirthcr guidance. 


D.6. (S NF) l^e lact of a forvward-bascd 
TAREX presence in Beijing, China 


SECRET. NOFORN 


1.4(c) 


25 years ♦ 


(U) Details, e.g., unit 
name. SIGAD, etc., may 
require higher 
classification and'or 
oonpaitmentation. 
Coalact guide POC for 
finther guidance. 
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Description of Information 


Classificalton/ 
Markins^ 






R.n»rks g 










D.7. (S NF ) 1 he tact thai 1 ARKX 
pcreonncl arc assigned lo specified or 
unspecified U.S. embassies 


SHCRHF/NOFORN 


1.4 (c) 


25 years* 


(U) Details may require 
higher classification 
and'OT 

compartmentation. 
Contact guide POC for 
fiirtlier guidance. 

(S. .^F) TAREX 
personnel who are 
assigned to U.S. 
emoashies opcraie unacr 
cover. 


D.8. (S /NF) The fact that NSA CSS 
TAREX personnel arc permanently 
stationed at other specified or unspecified 
overseas locations 


SECRLT/NOFORN 


1.4(c) 


25 years* 


(U) Details may require 
higher classification, 
and'or 

compartmentation. 
Contact guide POC for 
further guidance. 


t. (U) Asstxiation With Other Intelligence Organizations 


H.l. (L . FOL(3) i he Uci that the 
NSA CSS TAREX Program colLr r . 
\Mth HUMINT Community collectors 


I NLLASSU ILD 
1 ' >R OFFICIAL USH 
ONLY 


N A 


NyA 


[,L} UcUils nav require 
classitkation and may be 
compartmentcd. Contact 
guide POC for further 
guidance. 


E2, (U. . FOLO) The fact that the T.-VRHX 
Program acts as the NSA CSS 
representative to the HUMINT and 
Technical Intelligence (TtCHlNT) 
communities for handUng. exploiting, and 
reporting Foreign Cr>ptologic Information 
(FCI) and related material and or 
ccuipment 


UNCLASSIFILDV 
FOR OFFICIAL USH 
ONLY 


N.'A 


n;a 


(U) Details may require 
protection or 
classification, and may 
be compartmentcd. 
Contact guide POC for 
fiiither guidance. 


E.3. (C RHL TO USA, AUS, CAN, 
GBR, NZL) The fact that NSA CSS has 
TARHX personnel integrated into the 
HUMINT operations at CIA, DlA^DoD, 
and/or FBI 


CONFIDLMIAL 
RHL TO USA. AUS, 
CAN, GBR, NZL 


1.4 (c) 


25 years* 


(L ) Details may require 
higher cla.ssifi cation and 
may be compartmentcd. 
Contact guide POC for 
iiirtfaer jsuidancc. 



25 years*: Declassification in 25 years indicates that the information is classified for 25 years 
from the date a document is created or 25 years from the date of this original classification 
decision, whichever is later. 
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